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互联网域名系统 -- 被遗忘的互联网基石
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近年来研究团队围绕互联网域名系统安全及测量开展的一系列工作
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系统梳理互联网“域名系统安全研究”的前沿学术成果
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近年来域名系统安全学术论文的基础信息统计与分析
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内容提纲 – 三类主要研究话题

话题⼀： 新型域名缓存污染攻击（10篇）

话题⼆：域名授权机制安全威胁 （3篇）

话题三：域名解析流量规模操控 （3篇）



新型域名缓存污染攻击  -- 安全威胁模型的延展 
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新型域名缓存污染攻击  -- 安全威胁模型的延展 

45678

随机数⽣成算法缺陷
S&P 2021

操作系统协议栈侧信道信息
CCS 2020 Best Paper

CCS 2021（all）

畸形应答响应数据包
USENIX Sec 2021

域名解析负载均衡实现缺陷
CCS 2020

数据包分⽚重组攻击
USENIX Sec 2020
USENIX Sec 2022

域名辖区原则实现准则
USENIX Sec 2023



一、针对 DNS 转发器的缓存污染攻击  （1）  
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* USENIX Sec 2022. XDRI Attacks - and - How to Enhance Resilience of Residential Routers.

https://www.usenix.org/conference/usenixsecurity22/presentation/jeitner


一、针对 DNS 转发器的缓存污染攻击  （2） 

研究团队入选
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* USENIX Sec 2020. Poison Over Troubled Forwarders: A Cache Poisoning Attack Targeting DNS Forwarding Devices.

https://www.usenix.org/conference/usenixsecurity20/presentation/zheng


基于数据包分片重组的 DNS 转发器缓存污染攻击  
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* USENIX Sec 2020. Poison Over Troubled Forwarders: A Cache Poisoning Attack Targeting DNS Forwarding Devices.

https://www.usenix.org/conference/usenixsecurity20/presentation/zheng


如何放大域名缓存攻击的危害，寻求影响更上层的网络服务？

* CCS 2018: Domain Validation++ For MitM-Resilient PKI. 
* CCS 2021: Let‘s Downgrade Let’s Encrypt
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研究证书颁发机构域名所有权验
证的缺陷，提高缓存污染攻击的
成功率。

https://doi.org/10.1145/3243734.3243790
https://doi.org/10.1145/3460120.3484815


内容提纲 – 三类主要研究话题

话题⼀： 新型域名缓存污染攻击（10篇）

话题⼆：域名授权机制安全威胁 （3篇）

话题三：域名解析流量规模操控 （3篇）



域名空间的层级授权机制： 父域与子域授权记录的冲突

* PAM 2020, When parents and children disagree: Diving into DNS delegation inconsistency



安全风险一：域名解析链中的隐蔽劫持

* CCS 2020. Zombie Awakening: Stealthy Hijacking of Active Domains through DNS Hosting Referral. 

一类特殊的域名授权记录配置现象

- 父域授权记录

example.com NS ns.example.com

- 子域授权记录

    example.com NS ns.example.com

example.com NS ns.provider.com

云服务时代下，域名解析托管愈发
普遍，引入了僵尸授权记录现象。

https://doi.org/10.1145/3372297.3417864


安全风险一：域名解析链中的隐蔽劫持

一类特殊的域名授权记录配置现象

- 父域授权记录

example.com NS ns.example.com

- 子域授权记录

    example.com NS ns.example.com

example.com NS ns.provider.com

唤醒僵尸：攻击者接管僵尸记录，
进而控制目标域名的解析链。

628个知名域名受到上述攻击影响。
* CCS 2020. Zombie Awakening: Stealthy Hijacking of Active Domains through DNS Hosting Referral. 

https://doi.org/10.1145/3372297.3417864


安全风险二：无法从网络空间移除的幽灵域名
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安全风险二：无法从网络空间移除的幽灵域名
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[September, 2012]                        WORKING GROUP 4 
Network Security Best Practices 

 
FINAL Report – DNS Best Practices 

  

The Communications Security, Reliability and Interoperability Council III   Working Group [#4] 
                   [SEPTEMBER, 2012] 
 

Page [42] of [55] 

1) BCP 38/RFC 2827 Network Ingress Filtering: Defeating Denial of Service Attacks 
which employ IP Source Address Spoofing35 

2) BCP 84/RFC 3704 Ingress Filtering for Multihomed Networks36 
3) BCP 140/RFC 5358 Preventing Use of Recursive Nameservers in Reflector Attacks37 
4) SAC 004 – Securing the Edge38 
5) SAC 008 – DNS Distributed Denial of Service (DDoS) Attacks39 

 
The primary recommendations from all of these documents boil down to these two points: 
 

1) Do not allow open recursive DNS servers if possible. 
2) Employ ingress filtering on your network to defeat IP spoofing. 

5.4.1.1 Recommendations 
1) ISPs should implement BCPs and recommendations for securing an ISP’s recursive 

DNS infrastructure against Reflective DNS Amplification DDoS attacks that are 
enumerated in the following documents:  

a. BCP 38/RFC 2827 Network Ingress Filtering: Defeating Denial of Service 
Attacks which employ IP Source Address Spoofing 

b. BCP 84/RFC 3704 Ingress Filtering for Multihomed Networks 
c. BCP 140/RFC 5358 Preventing Use of Recursive Nameservers in Reflector 

Attacks 
d. SAC 004 – Securing the Edge 
e. SAC 008 - DNS Distributed Denial of Service (DDoS) Attacks 

5.4.2 Ghost Domains 

In February 2012, a new, quite effective technique for maintaining a suspended domain that has 
been removed from its TLD zone was discovered.  Such an attack has been given the moniker of 
a “ghost domain”.40  An attacker can easily set up a legitimate domain (e.g. hacker.com) and 
control the domain’s authoritative name server.  The attacker will then submit DNS queries for 
www.hacker.com through several recursive name servers (which their botnets can query 
successfully from any ISP or network they reside), forcing the DNS servers to resolve 
www.hacker.com and cache the results, including nameserver information for that domain, and 
the IP address (controlled by the attacker) for the nameservers.  Once hacker.com is identified as 
a malicious domain, remediation action will occur that will lead to the top-level domain registry 
(for .com in this example) removing hacker.com from their zone file.  However, the recursive 
name servers will not query the top-level domain authoritative server (and subsequently remove 
hacker.com from their own records) until their cached TTLs for hacker.com and its authoritative 
nameservers expire.  Consequently, by querying each targeted recursive name server regularly 
for new hostnames under hacker.com, those recursive nameservers will query the cached 
authority nameservers for the domain, which remains cached.  The attacker will refresh the 

                                                 
35 http://tools.ietf.org/html/bcp38 
36 http://tools.ietf.org/html/bcp84 
37 http://tools.ietf.org/html/bcp140 
38 http://www.icann.org/en/groups/ssac/documents/sac-004-en.pdf 
39 http://www.icann.org/en/groups/ssac/dns-ddos-advisory-31mar06-en.pdf 
40 http://www.isc.org/files/imce/ghostdomain_camera.pdf 
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内容提纲 – 三类主要研究话题

话题⼀： 新型域名缓存污染攻击（10篇）

话题⼆：域名授权机制安全威胁 （3篇）

话题三：域名解析流量规模操控 （3篇）



一、发现大规模域名解析流量操控现象

ACM TechNews

The Register !9:;
* USENIX Sec 2018. Who Is Answering My Queries: Understanding and Characterizing Interception of the DNS Resolution Path

https://www.usenix.org/conference/usenixsecurity18/presentation/liu-baojun


二、 深入理解网络审查策略 DNS Censorship

* USENIX Sec 2021. How Great is the Great Firewall? Measuring China’s DNS Censorship.
* USENIX Sec 2022. Many Roads Lead To Rome: How Packet Headers Influence DNS Censorship Measurement. 

全球范围哪些域名正在遭受审查 审查节点所处的路由拓扑环境

https://www.usenix.org/conference/usenixsecurity21/presentation/hoang
https://www.usenix.org/conference/usenixsecurity22/presentation/bhaskar


未来互联网域名系统安全研究的趋势展望 （人工版本）
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